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(54) METHOD FOR ACQUIRING TEMPORARY EXCLUSIVE CONTROL RIGHT OF 
PRINTING DEVICE, AND PRINTING DEVICE 
Ql^s (57)Abstract: 

J PROBLEM TO BE SOLVED: To provide an exclusive 
jiJpNS control right of a printing device to a receiver of 
JM=| II authentication by extending the printing of print data in the 
print queue. 

SOLUTION: In order to acquire the control right, a receiver 
executes a process including authentication for the receiver in 
jf a printer 50. The control right may be acquired before the 
receiver is authenticated, or afte ' e; ?enti ation } ocess is 
successful. After the receiver acquires the control right, the 
printing of the print data in the print queue of the printer 50 is 
temporarily extended. Then, the receiver selects one print job 
out of print jobs extended in the print queue, or selects the 
print job to be printed including "the selection of the file to be 
printed via a network 100 including Internet or Intranet. In addition, the resources of the printing 
device used in printing the data during the period of the exclusive control righ 
be correlated with the receiver having the control right 
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Detailed Descriptions of the invention: 



[0058] In FIG. 6A, if the print job is an authenticated print job, print data is submitted along with 
user identification information (step S601). The user identification information may be a 
distinguished name contained in a digital certificate* a user/personal identification number, 
biometric mforrnation, or any other information that uniquely identifies the intended recipient. The 
identification information links the print j ob to the intended recipient so that only the intended 
recipient is able io print the print job. More specifically, identification information (such as the 
intended recipient's first name, last name, country, locality (city), organization, organization unit, or 
other information that is unique to him) is linked to the print job. The actual identification 
information linked to the print job is implementation dependent. It could simply be a user ID 
number or perhaps an entire digital certificate. Of course, the sender would not have biometric 
information of the recipient since such information requires the recipient to be present at the 
sending node and to supply such information himself. However, after the sender submits the print 
job utilizing the recipient's distinguished name or digital certificate, the recipient may be 
authenticated at the image forming device by a biometric device. Therefore, there may be a 
distinction between the types of devices utilized in linking the recipient's information to the print 
job for submitting the authenticated print job and the types of devices utilized in authenticating the 
recipient. 
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